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ABSTRACT

Recent regulatory changes have affected the composition, role, and responsibilities of Boards of
Directors worldwide. While a sound knowledge of directors’ fiduciary responsibilities has
emerged, considerably less attention has been devoted to understanding the nature of, and
concomitant duty-of-care towards information systems and technology assets in the organization,
or IT Governance. IT Governance takes two forms: a defensive form, IT Risk Governance
(ITRG), that seeks to safeguard the organization from IT-related dangers; and a strategic form, IT
Value Governance (ITVG) which aims to create lasting shareholder value. This paper focuses on
the former as a necessary precursor to the latter. We assert that directors are sorely neglecting
information and technology in their organizations, and in doing so, leaving their firms susceptible
to the consequences of IT disasters. To address this performance gap, a model is presented, the
IT Risk Governance Chain, which outlines the minimum actions directors should take to properly
safeguard the information assets of their firms.
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